







































































Il. SCOPE OF THE THEMATIC REVIEW ON PF AND TFS

Thematic review is an integral part of the menu of supervisory tools being used by the Bangko
Sentral ng Pilipinas (BSP). Similarly known as horizontal or comparative assessment, thematic
review pertains to focused evaluation of a particular process or risk area that poses safety or
soundness concern to the operations of a BSP-supervised financial institution (BSFI) in
particular, or the financial system as a whole. For anti-money laundering (AML) and
combating the financing of terrorism (CFT) supervision, the conduct of thematic review is
informed by the results of the National ML/TF Risk Assessment (NRA) exercise and
surveillance activities aimed at identifying emerging threats in the financial sector. This
enables the BSP to provide further guidance to BSFIs in proactively identifying emerging
money laundering (ML)/TF risks and propose appropriate measures to mitigate them.

Sanctions
Screening

This thematic review is conducted with the
objective of understanding and assessing the
adequacy of BSFIs’ current measures in identifying

risks related to PF and implementing TFS

requirements without delay. This includes

assessing the effectiveness of the institutions’

sanctions screening system and relevant policies

adopted as a result of BSFIs’ risk assessment

exercise. The scope likewise includes other controls
instituted to implement TFS and trainings conducted
relative thereto.

Policies and
Controls

BSFlIs covered in the thematic review on TFS and PF include banks, money service business,
electronic money issuer, and virtual currency exchange representing each sector.
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lll. REGULATORY EXPECTATIONS AND KEY OBSERVATIONS

This Guidance Paper sets out the BSP’s regulatory expectations in establishing an effective
risk management system to counter PF and to timely implement TFS that can be applied by
BSFls, taking into account their respective risk profile. BSFls should consider this guidance
paper in improving their respective (ML)/TF/PF risk management frameworks and processes
to ensure effective implementation of TFS requirements. This likewise recognizes the
challenges in implementing TFS in view that it is rules-based and requires immediate freezing
of accounts of designated persons and entities, as well as prohibitions against dealing with
their properties or funds.

Regulatory Expectation: Institutional Risk Assessment (IRA)

BSFIs’ process in the conduct of IRA should be commensurate with their risk
profile and encompass relevant potential financial crime risks, such as PF,
sanctions risks and sanctions evasion. Risk-based measures of BSFls
reinforce and complement full implementation of TFS by detecting and
reventing non-implementation, potential breach, or sanctions evasion.

|RA  methodology considers
assessment of products,
customers, and geographic
location of the BSFI and its
customers which may be exposed
to PF, sanctions risks and

eConduct of IRA is still ongoing for
some BSFls

eSanctions and PF risks are not

adequately scoped or considered
in the IRA

sanctions evasion

Good practice

eControls to prevent sanctions
evasion were implemented to
business units identified to have
higher exposures to relevant risks

What can be better?
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What can be better?

to counter PF.

ePolicies are limited to the conduct

of sanctions screening and
performance of enhanced due
diligence (EDD) in case of positive
hit

eInadequate controls to counter PF

eIncomplete database for dual-use
goods (DUGs) and other strategic
goods subject of bans/controls

Regulatory Expectation: Policies and Controls

BSFIs should have adequate and clear policies commensurate to their
risk profile to prevent sanctions risks and their evasion, and to fully
implement TFS requirements. These include hierarchy of actions to
disambiguate possible matches, and appropriate and effective controls

Good practice

eAdopts policies on sanctions from
relevant jurisdictions/ supranational
level, application of freezing of funds,
and prohibition in dealing with
designated persons

elmplements a structured process,
including tiered-approval, wherein a
possible target match undergoes
review for disambiguation

eImplements controls to screen other
information in a trade transactions
against list of sanctioned vessels and
DUGs, among other things

eEmploys sanctions risk rating for
customers or account relationships as
part of the customer due diligence
during onboarding or upon trigger
event

eAdopts red flag indicators to identify
possible PF
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Regulatory Expectation: Sanctions Screening

BSFIs should utilize appropriate and effective sanctions screening
system to identify PF, implement TFS, and mitigate evasion of

What can be better?

What can be better?

sanctions

eSanctions screening is
performed only upon trigger
events, such as breach of

internal limits

eTransactional sanctions
screening is not performed
on non-account holders/
walk-in customers

eSystem used is not adjusted
to suit the profile or
complexity of the BSFI

eTrainings are limited to conduct
of sanctions screening and
subsequent EDD in case of

possible match

eDissemination of new policies is
limited to publication through e-
mails or BSFI's intranet

Good practice

*Requires creation of Customer
Information File in the system for all
customers, including occasional

customers, to ensure customer screening

eUses trigger-event scenarios, such as
changes in customer information or
update of the sanctions list, to conduct
periodic scrubbing of customer database

eUtilizes comprehensive and updated

sanctions database

Regulatory Expectation: Employee Awareness

Employees of BSFls are cognizant of the policies and procedures
relevant to timely implementation of TFS and countering PF

eTrainings include case analysis
wherein participants can apply
their learnings in the training

adequately

eEmployees are
informed of their adjudication
process and when to implement
TFS requirements

Good practice -
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IV. OVERALL ASSESSMENT

Most BSFIs have adopted policies and procedures to implement the requirements of TFS
and have installed sanctions screening system with due regard to the complexity and
nature of their respective operations. For sanctions screening, the UNSC list is included by
default in the sanctions system. Nonetheless, BSFls need to assess their sanctions risk,
which includes evasion techniques that can cut across the other operations of the
institution, improve sanctions screening to cover funds/transactions of non-
accountholders/walk-in customers, and enhance transaction monitoring through
adoption of red flag indicators to identify PF activities. These should be complemented by
the adoption of a continuing training program for personnel to deepen their
understanding of the TFS requirements.

V. CONCLUSION

Implementing TFS requirements and countering PF are among the supervisory priorities
of the BSP. The thematic review revealed that BSFIs have adopted policies and procedures
to counter PF and implement TFS, although there are still areas that warrant
enhancements. These include conduct of appropriate IRA, as well as adoption and/or
enhancements of policies on TFS and control measures on PF. An equally important factor
in this respect is the implementation of capacity building and awareness program for
frontline employees on policies, procedures, and typologies regarding PF and TFS. The
Board of Directors and Senior Management of BSFIs are expected to set a clear and
proactive tone from the top and establish culture of compliance in their respective
organizations to ensure effective implementation of a strong AML/CFT framework. BSFIs
are also expected to review existing processes and address any gaps identified, taking into
consideration the results of the thematic review.

The BSP will continue to engage BSFls towards strengthening industry practices and

institutional frameworks to mitigate PF risks and sanctions evasion, as well as to
effectively implement TFS requirements.
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