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Scries ot 2020

FOR : ALL  MANAGEMENT INFORMATION SYSTEM (MIS)
OFFICERS AND SERVER ADMINISTRATORS
National Government Departments, Bureaus, Offices, Agencies,
State Universities and Colleges, Government-Owned or Controlled
Corporations, Local Government Units, Government
Instrumentalities, Constitutional Commissions, Congress of the
Philippines, the Philippine Judiciary, Office of the Ombudsman.

RE : PRESCRIBING THE USE OF UPDATED VERSIONS OF
CRYPTOGRAPHIC PROTOCOLS FOR ALL GOVERNMENT
OWNED, CONTROLLED, MANAGED, CONTRACTED, OR
SPONSORED WEBSITES.

WHEREAS, it is the declared policy of the State tor (1) ensure universal access to
quality, atfordable, rchable, and sccure Information and Communications Technology (1CT)
services;' (2) promote the development and widespread use of emerging ICT, and to foster and
accelerate the convergence of 1CT facilities;” (3) ensure the rights of individuals to privacy and
confidentiality of their personal information;  and (4) ensure the security of eritical 1CT
infrastructures including information assets of the government, individuals, and businesses;’

WHEREAS, under Republic Act (RA) No. 8792, otherwise known as the “Electronic
Commerce et of 20007 it 1s the declared policy ot the state to: (1) facilitate the transfer and
promotion of technology; (2) ensure network security, connectvity and neutrality of technology
for the nanonal benefit; and  (3) marshal, organize and deplov national informaton
intrastructures, comprising in both teleccommunications network and  strategic information
services, including their interconnection to the global informaton networks, with the necessary
and appropriate legal, financial, diplomantc and technical framework, systems and facilities;

WHEREAS, [xecutive Order (120)) No. 810, series of 2009, otherwise known as
“Institutionalizing the Certtfication Scheme for Digital Signatures and Directing the Application of Digital
Signatures in Fo-Gorernment Services”, provided the guidelines on the application of digital signature

in the government and private sector;

WHEREAS, in complance with §3(a), EO No. 810 s, 2009, the Department of
Informanon and Communications Technology (DICT) issued Department Circular (DC) No.
2017-001, amending the Philippine Natonal Public Key Infrastructure (PNPKI) Certificate
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Policy (CP) version 1.0, in operatng the Philippine Root Cernticanon Authority (RootCA) and
Government Certiticanon Authonity (GovCA);

WHEREAS, DC No. 2017-001, in implementing the PNPKI CP version 2.0, provided
the guidelines on the applicaton and issuance of PNPKI digital signarure certificates to DICT
otficials, personnel, and external chients in the delivery of e-government services to ensure
confidennality, authenuciry, integrity, and non-repudiation of ¢lectronic transactions in the
government;

WHEREAS, cybersccurin threats have become a serous concern on a global scale,
thus, placing all tvpes and sizes of user dara ar nsk;

WHEREAS, pursuant to the Philippine Navonal Cybersecuriny Plan (NCSP), 1t 1s in the
public interest that government 1CT systems be secured to ensure the protection of information
systems (hardware and software including associated and support intrastructure), the written or
electronic data and other vital informavon of both sender and end-user within these systems,
and the services that are provided by these systems, are enervpred and protected from
unauthorized access, harm or misuse, whether intentional or accaidental;

WHEREAS, the data and informauon within the ICT network systems are critcal assets
that must be protected and secured trom being compromised or breached;”

WHEREAS, the Philippine NCSP strategic objectuves tocus on technical, administrative,
and procedural measures o promote the adopuon of cybersecurny measures among individuals,
and 1o enhance the securnv and resihence of ertical information infrastructure and its
component government, public and military networks, in order 1o deal with sophisticated cyber
attacks;

.

WHEREAS, with government agencies being the first hine of defense in the protection
of eritical information infrastructure, the Philippme NCSP aims to institutionalize information
sccurity across all government agencics, and mandates them 1o implement  policies and

procedures to cost-cftectively reduce nsks to acceptable lev cls;”

WHEREAS, Information Technology (IT) due diligence and best pracuces include the
use and constant updating of cryptographic protocols for secure connections to ensure a safer
experience for end users, achieve a stronger scarch engine optmization ranking, and stable

encryption of sensitve data;

WHEREAS, Transport Laver Sceurity (TLS) in s current version is the eryptographic
protocol and Interner Engincening Task Tore (ETE) Standard widcly used to provide end-to-
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end communications sccurity for internet communications and online transactons in order to
prevent network cavesdropping, data tampering, and message/informanon forgery;’

NOW, THEREFORE, in view of the toregoing, in the exigency of public service and
pursuant to the aforc-mentioned  issuances of the Philippine Government, as well as the
provisions of existing laws, rules and regulatons, this Circular 1s hereby issued:

Section 1. Adoption, Use, and Implementation of Current Version of TLS Protocol
in the Government.—Pursuant to the Nauonal Cybersecurity Plan, the provisions of existing
laws, rules and regulations, and for purposes of cnsuring communicatons security over the
nerwork to protect the public interest, the adoprion, unlizanon, and implementation of the
Transport Laver Security (TLS) Protocol in its updated version is hereby prescribed for all the
departments, burcaus, offices, and other agencies of the national government, state universities
and colleges, government-owned or controlled corporations, local government units, and other
government instrumentalines, including the Constutunonal  Commissions,  Congress, the
Judiciary, Office of the Ombudsman.

Section 2. Duty of the M1S Officer and Server Administrators; TLS Certificate.—
The management information system (MIS) officer and server administrator shall be primarily
responsible for the procurement and/or continuing use ot the updated version of the TLS
protocol for all the websites owned, controlled, managed, contracted, or sponsored by their
respective government agencies or instrumentalities. For websites owned or managed by private
individuals or entities with existing contracts with any of the government agencies or
instrumentalities, the responsibility shall be shared jointly and severally with the individual or
entity so contracted.

The MIS officer and/or server administrator shall have all their existing web servers
configured and/or migrated to the updated version of the TLS protocol,” and duly supported by
- -~ . . .- 5 . . 1
appropriate TLS certificates issued by duly-recognized Certificate Auathority Organizations.

Any failure or negleet of the aforesaid responsibility shall constitute sufficient grounds
for the filing of appropriate administrative, civil and/or criminal proceedings against the erring
officers, administrators, and/or individuals.

' Zeus Keravala, What is Transport Laver Secunty(TLS)7, available ar
hiiml, last
accessed on March 24, 2020,
1 N.B.: Configuration or migratnon of existing web servers (Apache/Nginx, cte) to the updared version of the TLS
protocol 1s necessan because the Secure Sockets Laver (SS1 3.0, TLS 1.1 and 1.2 has been superseded by T1S 1.3,
Pls. see the following references on the installaton of TES 1.3 protocaol:
a.  The Transport Laver Sccunty (TLS) Pr stocod Version 1.3

b. Enable TLS Version 1.3 on Web Server

c.  How to Lnable TLS 1.3 1n Apache and Nginx

' Examples arc GuDaddy, Comodo Graup, DigCert, Vensign, ( \cert.org, and the hike. W 4/3/”"
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Section 3. Use of Future Versions of TLS or other Cryptographic Protocols.—
Nothing in this Circular shall be construed to preclude the Philippine government and its
mstrumentalities trom adopting, unlizing, and implementing such further updates or versions of
the TLS or such other envprographic protocols that are proven i accordance with the prevailing
IT due diligence and best practices o have better or supenor functions and features in terms of
cybersccurity, privacy, and data integriry.

Section 4. Effectivity.—In view of the declared state of public health emergency and
the impositon of enhanced communiny quaranune atfecting Luzon and other areas in the
Philippines, this Circular shall take cffeer immediately upon its
with §4, Chapter 2, Book VI of the 1987 Revised Adminisrray

Jling/publication in accordance

Code.

hed in the official DICT website
ilation, 1t available 1 light of the

Let copies of this Circular be likewise posted and
and bulletin boards, as well as in a newspaper of gener:
public health emergency.

GORIO B. HONAS

Secretan ﬂ@
Copy furnished: -
All concerned. %‘w/h“n:gw
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