
Republic o{ the Philippines
Deparlrnent ol Finance

INSURANCE COMMISSION
1071 United Nations Avenue

lvlan ila

ry)
,r-t,\ u/AB&'

l.Ba_._._:.:_

CERTIFIED Tnr''g / ll:

Date:

SUBJECT

TO
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SuDersedes None

CIRCULAR LETTER

All lnsurance/Reinsurance Companies, lnstlrance and
Reinsurance Brokers. Mulual Benefit Associations, Trusts for
Charitable Uses, Pre-Need Companies, Health Malntenance
Organizations and other lnsurance Commission Regulated
Entities

Dissemination of the Guidelines on Digitization o{ Customer
Records (DIGICUR)

Please be informed that in its Resolution No. 149 dated 11 September 110'18, the Anti-

Money Laundering Council (AMLC) approved the Guidelines on DIGICUR, a copy of
which rs attached hereto.

section 3 of the said Guidelines provides for the specific duties of covered persons

which lnsurance commission Regulated Entities (lcREs) should observe in digitizing

its customers' records and ensuring the security and integrity of the customers' record

database,

ln addition, Section 6 provides the following timelinesl

TIMELINE
the Money Within six (6) months from date of

effectivity of the Guidelines
Prevention Program

all customer records lmmedrately upon effeclivity of the

covered person will
receive, create or

of
and Terrorist

lC Supervilidd Administrative Oflicer
Admin'istrative Oivision
lnsurance Commission
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Further, please be advised that the Guidelines on DIGICUR took effect cn 13 October
2018. 1

For information and strict compliance.
CERTIFIED TRUE / PHOTO COPY

DEN'{IS B. FUNA
lnsurance Commissioner
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CERTIFIED TR'UE / PHOTO COPY

Date: - "r,a REGULATORY ISSUANCE (ARt)
A, B and C, No. 2

Series of 2018

Sublect: Guidelines on Digitization of Customer Records

By the authority vested upon the Anti-Money Laundering Council

{AMLCI to implcment measures as may be necessary and justificd to
countcract money laundcring, in accordance with Section 7(7) of Republic
Act (RAJ N0.9160, also l<nown as the Anti-Money Laundering Act of 2001,
as amended [AMLA), tire Council, in its Re,solution No. 149, daled 11

September 2018, approved the adoption ol'the Guidelines on Digitization
of Customer Records.

Section 1. Declaration of Policy.

It is hereby declared a policy that any reveiation by any person of ar:

ongoing investigation of the Anti-Money Laundering Council (AMLCJ is

considered inimical to the public interesl as at lea.is to immediatc
movement of funds from accounts subjcct of investigation to auother
account, thereby depriving the State the opportunity to rccover proceeds
of unlawlul activity.

Thus, covered persons should tal<e mcasures to ensure that its
ofiicers and employecs arc aware of thcir respective respo nsibili;ics ilr
maintaining the confidentiality of financial investigations, and that no
officer or employee comnlunicates to any person any infolntation in
relation to any request for details and documents by lhe AMLC 1n thc
course of its invcstigation.

SwiFt retrieval of clocuments is lil<ewisc esseutial in the AMLC's

financ.ial investigations. It is therefore declared a policy that covered
persons slrould talte mcasures to ensurc that custonler recorils are

submitted in the manner, qua)ity and period as would assist the Al{LC in
its prompt financial investigations and institution oflegal actions.
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Section Z. Definition ofTerms.

Customer records shall refcr to:

Those obtained by covered persons to establish the true and
firl) identity of customers in accordance with their Customer
Due Diligence (CDDI poiicies and procerlures, such as
customer inFormation flles where the customers provitle
minimum inlormatioltj copies or rccords of oFficial
identification documents or similar clocuntents,
establishing the true and full identity of customers; acrount
files and business correspondence, including the results of
any analysis undcrtal(en, such as ilquiries, to establish the
backgror"rnd and pr'rrpose of complcx, unusually large
transactions, collectively referred to as CDD records ar CDD
docurnents; and

Account tran.saction historics or statemeltts of accounts,
.,vhether in Phi)ippine pesos or other currency,

Other terms used in these Cuidelines^ shall be as defined under
Republic Act [RA] No, 9160 or the Anti-Money Laundering Act of 2001, as

amended (AMLA), its Implementing Rules and Regulations, and
resolutions, directives and other issuances of the AMLC.

Section 3. Duties of Covered Persons.

Under thcse Guidelines, covered persons slrall:

a. ln General.

Act promptly, and treat wlth utmost confidcntiality all requests
For information and/or documents, as well as orders, to piovide
customer records pursuant to the AMLC's functions to
investigate or conduct banl< inquiry;

b. Digitization of Customer Records.

Digitize all customer records in accordance with the timelines sel
in Section 6 hcreoi, including those pertaining to ac:ounts
existirlg prior to implementatron period lhereol but excluding
customer records of closed accounts beyond thc five [S)-year

Pa13e 2 of 6
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record-kecping requircmcnt oF the AMLA, as amended, arrcl its
Implementing Rules and Regulations.

'he requirement to digitize all customer r.ecords existing pr.ior
o implementation period as srared in Section 6.a shall noi appli,o covcrcd pcrsons engaged in nroney service business

operations as deflned by issuances of the Bangko Sentrai ng
Pilipinas, except when the business rnoclel r:f sajd covered
pcrsons is such that the custonier is able to open, keep and
mainlain an account as an electronic wallet or ofher srmilar
cloctroni('prodltct or serv iL e;

c. Development and Access to Cenlrul Dutobtt.\'e.

Deve)op a central database ofcustomcr t"ccords to be maintaincd
in their respective head officcs or main branches offoreign banks
operating in thc Philippines, and authorize the compliance
officer, or any duiy authorized officer, or representative, to have
direct, immediate, and unimpeded access to thc database;

Security and lntegrity aJ the Dotabase.

Ensure compliance with prevailing laws related to data pr ivacy,
data protection and security in deYeloping their respective
databases, and lheir adoption of retrieval proceiirtres;

F'ormat af Customer Records.

Keep all required customer records in their respective central
databases, in such forms as may be adrniss jble in coutt or iis may
be prescribed by thc AMLf,; and

Updating of Money Lnundering and Financing of Ter-orism
Prevention Program.

Update its Money Laundering and Finarrcing of 'fcrr.orism
Prevention Program (MLPPJ to ensure that the foregoing duties
are properly established, and appropriate controls are in place,
to ensure the confidentiality of the database as well as to prevent
tipping-ofi Said updated MLPP shali bc duly approved by its
Board r:f Directors, partners or owners, and the latter shall
ensure its propcr dissernilration and implernentation within the
period mentioned in Section 6 offhese Guidelines.

Page 3 of 6
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Section 4. Submission of Digitized Customer Records to the AMLC.

a. .Sulnission tu the File Transfer and Reporting Fdcitity (FTRF).

Whenever requested, or directecl to submit cuslomer rer:ords,
the compliance oiFicer, or any duly authorized officer, or
representative, shal] submit the customer rscords cxtracted
from the covered person's central database to the AMLC,s FTRF,
using their respective log-on credentials, or in such other mode
as the AMI,C rnay prescribe,

b. Complete, accurate, timely and secure submission r.tf cnstomer
records.

Covereri persons shali ensurc complcte, accurate, timely and
secure submission of customer records, in accr:rdance with the
lmplcmenting Rules and Rcgulations ol the AMLA and other
AMLC issuanccs.

Section 5. Compliance Checking.

a, The AMLC will ensure compliance by covered persons with these
Guidelines rhrough compliance checking or otirer modes that jt
may deem appropriate,

b. Parallel to Section 5,a, thc Supervising Authoritics and
Appropriate Governmenl Agencies are enjoined to ensul.e lhat
covered persons within their respective superyisory ol.
regulatory authorlfies comply with these Guidelines by issulng
andlor updating their respecttvc circulars, or rules and
regulatior.ls.

Section 6. lmplernentation,

a. Implementation of digitization of customer records.

Within six (6J months from effectivity of these Cuicelines,
. covefed persons shall update their MLPP to comply lvith the

duties set forth under these Gr"ridelines. lmmediately upon
effectivity oF their updated MLPP, which in no case shall exceed
six [6] months f]'om cffectiviry of these Guidelines, covered
persons shall implement the digitization of all customer records
that they wlll hencefortli receive, crcate c,r open,

Patse 4 of 6
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b. Period to complete digitizotion of customer records.

Within two (2J years from the cxpiration of the pcriod statcd in
Section 6.a hereof, covered persons shall completely dig)tize all
existing customer records and establish the central database that
is accessible to the oFficcrs of covered persons mentioned in
Section 3.c hcreof.

Parallel updqtirlg ofcustomer records and on-going monitoring of
cltstom ers.

lmplementation ofthese Guidelines shall run parallelto updating
of customer records, as part ol' on-going monitoring Of
customers.

Section 7. Compliance with Record-Keeping Requirements.

Digitization of customcr records shall be without preludice to tho
covered person's corrp)iance with record,l(eeping and reirieval
requirements uuder the AMLA, and i{_s lrrplementing Rules and
Rcgulations, and resolutions, directives and other issuances ofthe AMLC.

Section 8. Sanctions and Penalties,

Non-compliance with the 6uidelines shall subjcct the covered
person to such administrative sanctions and penalties as provided tinder
the AMLC's Rules on Imposition of Administrative Saflctions (RIAS], and
shall be considered grave violations.

Sincc confidcntiality of financial investigations is oF paramount
impoftance, hreaches thereof shall constitutc criminal ot'fenscs pursuant
to the provisions of lhe AMLA and its lmplementing Rules and Regulations.
ln particular, the AMLA prohibits any person from disclosing any
information in relation to a covercd or suspicious transaction report,
including the financial investigations initiatcd by the AMLC as a rrlsult of
its analysis ofsitch reports-

Prge 5 of 6
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ctio[r r O. Scparabitiry Clause.

ftf n,,y proririon olthese Guidelincs or rho a pplica
be lnvalid, the otlrcl provisions oI these Guidclincs
:re{f, shall not be aflcctcd thcrcby.

I

ctiJn f l, Effectivitv Clause.

.lrn"r" Guiclulines shall Lake eflecr hftccr i1
blSation in a newspaper of general circulation.

Scction 9. Amendment of the Rutcs on Imposition of Administrative
Sanctions.

Thc RIAS is hereby amended to jnclude vioiations of these
Guidelines as grave oflenscs, subject to the administrative sancticns for
srrch ollen scs providt'd thereirr.

FO}I THE AMLC:

(ORIGINAI, SICNEDJ
MEL GEORGIT B, RACEI,A

Executive Dircclo r
Anti-Money Laundering Council Secretariat

17 Septenber 201 I
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